
NCST Final Audit 
 

1. Autocomplete Enabled (Already Reported) 

 

Solution: Autocomplete:off 

 

2. Username Enumeration 

 

 
 

Solution: Generic Message: If user is registered, OTP will be sent to email 



3. CSP Not Implemented (Already Reported) 

 

 

Solution: Implement CSP Header 

  



4. CSP Misconfigured (Already Reported) 

 

1. base-uri: Controls the sources allowed for <base> tags. 

2. form-action: Restricts URLs that can be used as form action targets. 

3. frame-ancestors: Specifies valid parents that may embed the resource (via frames, iframes, 

etc.). 

4. plugin-types: Defines allowed MIME types for plugins. 

5. report-uri: Indicates the endpoint to which CSP violations should be reported. 

6. sandbox: Applies restrictions on the resource's capabilities (e.g., preventing script 

execution). 

 

Remidiation- You should explicitly define these directives in your CSP to ensure comprehensive 

security coverage. Here's an example CSP update: 

Content-Security-Policy: default-src 'self'; script-src 'self'; style-src 'self'; img-src 'self' data:; font-src 

'self'; base-uri 'self'; form-action 'self'; frame-ancestors 'none'; sandbox; report-uri /csp-violation-

report-endpoint; 

 



 

 

 

  



5. Missing Cookie Attributes (Already Reported) 

 

Solutions: Secure – True, Samesite – Lax/Strict 

 

 

 

 

 

  



6. Unverified Email Change 

 

 

Solution: OTP Authentication mechanism should be there since the email address is used as 

username on login page. 


